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Debian GNU/Linux

> Linux distribution
> Operating System

> Widely used
> as OS for servers
> as OS for desktop computers
> as basis for derived
distributions — eg. Ubuntu
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root@debian:~# apt install firefox



2

Installation of a Package

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.



2

Installation of a Package

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)



2

Installation of a Package

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
(Reading database ... 140834 files and directories currently installed.)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...



2

Installation of a Package

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
(Reading database ... 140834 files and directories currently installed.)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#



3

Content of a Package

firefox_74.0-1_amd64.deb

control.tar.xz data.tar.xz

/etc/firefox/firefox.js
/usr/bin/firefox
/usr/lib/firefox/application.ini
/usr/lib/firefox/browser/blocklist.xml
/usr/lib/firefox/browser/chrome
/usr/lib/firefox/browser/crashreporter-override.ini
/usr/lib/firefox/browser/defaults
/usr/lib/firefox/browser/features/doh-rollout@mozilla.org.xpi
/usr/lib/firefox/browser/features/formautofill@mozilla.org.xpi
/usr/lib/firefox/browser/features/screenshots@mozilla.org.xpi
/usr/lib/firefox/browser/features/webcompat@mozilla.org.xpi
/usr/lib/firefox/browser/features/webcompat-reporter@mozilla.org.xpi
/usr/lib/firefox/browser/omni.ja
/usr/lib/firefox/crashreporter
/usr/lib/firefox/crashreporter.ini

control

postinst

prerm

...

Package: firefox
Version: 74.0-1
Architecture: amd64
...
Depends: libatk1.0-0 (>= 1.12.4), libc6 (>= 2.29), libcairo-gobject2 (>=
1.10.0), libcairo2 (>= 1.10.0), ...
...
Description: Mozilla Firefox web browser
Firefox is a powerful, extensible web browser with support for modern
web application technologies.

#!/bin/sh -e

if [ "$1" = "remove" ] || [ "$1" = "deconfigure" ] ; then
update -alternatives --remove x-www -browser /usr/bin/firefox
update -alternatives --remove gnome -www -browser /usr/bin/firefox

fi

if [ "$1" = "remove" ]; then
rm -rf /usr/lib/firefox/updates

fi
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What Could Possibly Go Wrong?
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The CoLiS Project

> Correctness of Linux Scripts

> ANR project from October 2015 to September 2020.

> Goal: applying formal methods to the quality
assessment of Debian Packages.

> Goal (reformulated): making sure that
installing/updating/removing software does not:

> make other softwares unusable,
> make the whole computer unusable,
> remove your personal files,
> etc.
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Example Specification: mkdir q/f

Success

∃x, x′, y′·

resolve(r, cwd, q, x) ∧ dir(x) ∧ x[f]↑

∧ similar(r, r′, cwd, q, x, x′) ∧ x ∼{f} x′

∧ dir(x′) ∧ x′[f]y′ ∧ dir(y′) ∧ y′[∅]

Error: file exists ∃y · resolve(r, cwd, q/f, y) ∧ r = r′

Error: no parent noresolve(r, cwd, q) ∧ r = r′

Error: parent is not
a directory

∃x · resolve(r, cwd, q, x) ∧ ¬dir(x) ∧ r = r′
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